Mississippi Office of Homeland Security

FY22 State and Local Cybersecurity Grant
Implementation




Welcome and Introductions

* Beth Loflin-Grants/Finance Director

* Kayla Stewart- Grants Lead
—~ * Cybersecurity Staff Program — In Process of
S A B Hiring




Implementation Topics
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FY22 State and Local Cybersecurity Grant Program

Information about the FY22 Federal SLCGP Grant Program



Program
Objective:

The goal of the SLCGP is
to assist local jurisdictions
with the managing and
reducing cyber risk for
their agencies.




Federal Funding for SLCGP

The MOHS has received the following amounts so far for
the SLCGP program.

* FY22:$3,273,651.00

* FY23:$6,639,551.00

* FY24: $4,975,106.00*
« FY25:$1,750,000.00**

Total: $16,638,308.00 Total Funds for Program




State and Local Cybersecurity Grant
Program:

What do you get for Opting into the SCLGP Program?
e Cybersecurity Assessment

* Assesses your Gaps, Vulnerabilities and
Capabilities of your System.

* Cybersecurity Training

 Training for your agency/department on
cybersecurity

e Potential Grant Funds for Cybersecurity Planning,
Programming and Equipment.
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FY22 State and Local Cybersecurity Grant Program

Sub-Recipient Grant Administrator’s Guide-What is it?



Sub-Recipient Grant Administrator’s Guide- Page 3

Authority:

For a State to receive federal funds under Homeland Security Act, the Governor
must establish a Homeland Security Agency that has adequate powers and 1s
suitably and organized to carry out homeland security program to the satisfaction
of the U.S. Department of Homeland Security (DHS) and the Federal
Emergency Management Agency (FEMA). See Sections 2002 to 2004 of the
Homeland Security Act of 2002 (Pub. L. No. 107-296), codified as amended (6
U.S.C. §§ 603-605) and the Department of Homeland Security Appropriations
Act, 2021 (Pub. L. No. 116-260).




Sub-Recipient Grant Administrator’s Guide-Federal Rules

We MUST Follow-Page 4

Uniform Administrative Requirements, Cost Principals, Audit Requirements for Federal Awards (Super
Circular): 2CFR Part 200 and 1201: The Super Circular super-cedes 49 CFR Parts 18 and 19 (Common Rule).
The Super Circular was adopted by the Department of Homeland Security on December 26, 2014. All grants
will follow the requirements in the Supercircular, 2 CFR Parts 200 and 1201.

Internal Management Controls: The MOHS shall have policies and procedures to reasonably ensure that: (a)
programs achieve their intended results; (b) resources are consistent with agency mission; (¢) programs and
resources are protected from waste, fraud, and mismanagement; (d) Federal laws and regulations are followed;
(e) reliable and timely information 1s obtained, maintained, reported and used for decision making; and (f)
reasonable measures are taken to safeguard protected personally identifiable information and other
information designated as sensitive, see 2 CFR Part 200.303.



http://www.ecfr.gov/cgi-bin/retrieveECFR?gp=&SID=7287556161fca27c19cd03ba72d43840&mc=true&n=pt2.1.200&r=PART&ty=HTML#se2.1.200_1303

Sub-Recipient Grant Administrator’s Guide-Federal Rules

We MUST Follow-Page 4

NIMS Compliance: The State of Mississippi formally adopted (Executive Order 932) and follows the principles
of the National Incident Management System (NIMS) as specific by the U.S. Department of Homeland Security
(DHS).

. NIMS provides standards that ensure compatible equipment, training, and procedures for all Mississipp1 first
responders.

. Subrecipients must be NIMS compliant and must sign a compliance with the Grant Application. Non-
Compliance can result in funds being withheld or reallocated.

. NIMS Information can be found at: http://www.fema.gov/emergency/nims/
« NIMS Courses that are needed:

[ ] 100
[ ] 200
[ ] 700

[ ] 800


https://www.sos.ms.gov/content/executiveorders/ExecutiveOrders/barbour.exec.orders_914-995.pdf
http://www.fema.gov/emergency/nims/

National Incident Management System (FEMA)

Per FEMA, The Mationsl Incident Msnasement System (MIBIS) zuides all levels of govermment nongovermental
organization: and the private sector to work together fo prevent, protect azainst, mitigate, respond to and recover fom
incidents.

WIMSE provides stakeholders across the whale comumonity with the shared vocabulary, systemes and processes to muocessflly
deliver the capabilities dezcribed in the Mational Preparedness Svstem. MIMS defines operational svstems that guide how
(] ()
S u b R e C I p I e n t G ra n t Cartificates will be required as part of the HSGE Grant and will be requestad for review during MOHS hlonitoring.
0 d e . t t ] G 2 d + ICE-100: Introduction to the Incident Command Svstem
I n I S ra O r S u I e provides the foundation for higher level ICS wraining. This course describes the history, featires and principles,
and arganizational strochrs of the Incidant Command System. It also explzins the relationship betoreen ICE and
= IC5-200: ICS for Single Besources and Initial Action Incidents

I[5200, Basic Incident Command System for Initizl Fesponse, reviews tha Incident Command Svstem (ICS),
O O W i a g e provides the contewxt for ICS within initial response, and suppors higher level ICE training. This course provides

perzonnel work together during mcidents.
ICE 100, Introduction to the Incident Cormmand System, mrodoces the Incident Command System (IC5) and
Federal Rules We MUST o —
fraining on, and resources for, personnel who are likely to assume 3 mupervizory position within ICS.

= [5-T00: Mationsl Incident Bznaserment System An Introduction
This course provides am overview of the Mational Incident hianazement System (IRIS). The MNational Incident
hisnagzement System defines the comprehensive spproach guiding the whole commmnity - all levels of
Sovenument, nongovertrnental organizations (NGO, and the private sector - o work together seamlessly to
prevent, protect against, mitigate, respond to, znd recover fom the effects of mcidents. The course provides
learmars with 3 bazic onderstanding of WIS concapts, principles, and components.

« I5-B00: Mationsl Besponze Framework, An Introduction

The goal of the I5-0800.d, INational Fesponse Framework, An Introduction, is to provide guidance for the whaola
commumnity. Within this broad audience, the Mational Fesponse Framework focuses espacizlly on those who are
mvalved in delivering and applving the rezponse core capabilitias,




Sub-Recipient Grant Administrator’s Guide-Planning

Step 7: Sub-Recipient

Closes out Step 2: Notification of

(Sub-Recipient &MOHS) Avard (MOHS) . Planning
. Programming
. Implementation
. Monitoring or Review

Step 3: Draft Award 1
Packet. Send to Sub- ® Evaluatlon
Recipient (MOHS)




Sub-Recipient Grant
Administrator’s Guide-
Planning Schedule.

Page 6

2024 Planninz Schedule (Updated Annually)

September
Saptember 1 Mew Grant Year Besins
September 13 4% Cruarter Feport Thue (If Sub-Fecipiert was fanded during previows year).
{Chotober

Oictober 1 Mational Cybersecartty Feview Cpens (Faderal Raguirement)
October 15 Sub-Fecipients Grant Closemrts Due (FY13)
Qctober 15 Dieadline for All Award Papervwark to be provided to MOHS Grants Dept.

|

HMovember 30 1% Cuarter Ends. Besin Preparation of 1* Choarter Financial and Progress Beport
Drecember
Diecember Strategic Plannimgz Mestings (All Staff)
Diecember 15 1* Quaarter Financial and Progre:s Report: Due o MOHE
T

|

Jaruary Stratezic Plamnmz Mastines

Fabmary Sirategic Plannmz Mestings (ALl Staff)

Fabmary 1 Hotice of Application Feleased for Upcomine Grant Fundine
Fabmary 13 MOHS Homeland Security Grant Program Grant Feleazed

Febroary 2820 Mational Cyberzecunty Beview Clozes (Federal Feouirement)
Febroary 2820 2nd Croarter Ends. Begin Preparation of 2nd Cjuarter Financial and Progres: Feport

March Etrategic Planninz Meetings (AL Staff)

March 15 Ind Croarter Financiz] and Progress Reporis Due to MOHS

April Sirategic Plannmz Mestings (ALl Staff)

April 1 MOHS Grant Applications are Due to mobezrant(@dps ms. gor

April 1-30 MOHS-3taff: Application Financial Fisk Asseszment Feview.
I .
May Etrategic Planninz Meetings (AL Staff)

May 1-May 31 MOHES-Peer Feview: Peer Review of Applications

May 31 3 (Juarter Erds. Begin Preparation of 3" Quarter Financial and Progress Report
May 31 Last day for Grant Madification or Gram Chanzes

May 31 (rant Extenzion Justifications are due o MOHE

Jume 15 3% Cmaarter Firancial and Progress Repart Due to MOHS



Sub-Recipient Grant Administrator’s Guide-SGA

Responsibilities-Page 7

The SGA MUST read the Grants Agreement, Notice of Funding, and
the Preparedness Manual for a working knowledge of the grant and
the processes for the grant funding. All expenses incurred for the
project must be within the specified period of performance of the grant
award.

Costs incurred before December 1%t of the fiscal year are not
eligible for reimbursement.




Sub-Recipient Grant
Administrator’s Guide-
SGA Responsibilities

Any proposed changes in the
project objectives, scope of Z=
work or the budget must be ' :
requested in writing (PRIOR
TO THE WORK) and receive ' g~

approval from MOHS. -




Sub-Recipient Grant Administrator’s Guide-SGA Responsibilities

Maintain records, files
and equipment
purchased for all
activities for the MOHS

Submit a claim for reimbursement no
later than the 15th day of the following
month, after the quarter ends, in which
expenses were incurred, using the form
provided by MOHS as follows:

Copies of invoices and/or receipts for all specified
items must be submitted upon request with the
claim for reimbursement. Claims must be
submitted quarterly, even if activity did not occur.

Claims must be signed by the
authorized signatory official or
designated representative of the
grant.



FY22 State and Local
Cybersecurity Grant
Program

Let’s Talk Award Documents & Grant
Requirements-Appendix A Page 26




Turn to Appendix
A-Page 26 in the
SGA Manual

Appendix A
Instructions to Complete
Award Agreement
Forms

Award Packets are Due to
MOHS:

January 15, 2025




Batch 1-Award Packet:

In the Award Packst vou will recerve the followms documents, all must be signed and raturned to the MOHS,
before actrvities begin

* Award Letter
o Signed by Signatory Authorized Official

* Award Agreement Packat H 1 Ch
o Signaturs Page- Page 2 ere ls your eat
o Assurance of Understanding Eequirements for Sub-Fecipiantz- Page 14 .
Sheet of everything
o Fimaneial Officer Cartification and Authorized Signatory Official Certification-Page 3 you are gOing tO
o Scope of Work- Pags 4
o Federal Fundmg Accountability and Transparency Act (FFATA)-Page 3 .
need to Return with
In Addtion, each Sub-Grantee must provide the following documents:
s Ornentation ..'.J.I‘_'.L__ﬂl:l-".U].EdgE'l‘ﬂlﬂt Form the Award P aCket

* National Cyvberzecunty Eeview (NCEE)
o Opens October 1 and Clozad Febroary 18

# Appendix to Agreemsnt Packst
o Grant Agreement Cerhfications- and Sub-Eecipient Grant Admmistrator Certificationz-Page 2

¢  Environmental Historic Preservation Act Form Packet (If Applicabls)

Muzt be provided to the MOHS @ mohzprantz(@dps.mz.gov by January 15, 2025




Award Letter

STATE OF )
TATE REEVES 1
DEPARTMENT OF PU LIII.' I"!T'!:‘
5 I TIKDELL, < i

MISSISSIPPI OFFICE OF HOMELAND SECURITY
STATE AND LOCAL CYBERSECURITY GRANT PROGRAM
SUB-RECIPIENT GRANT AWARD- EXAMPLE

Sub-Recipient Name: Anytown Police Department

Project Title: State and Local Cyber Security Grant Frogram

Crant Period: 12/12024-11/30720246 Date of Award: 137172024
Total Amount of Award: $100,000.00 Grant Number: 23CS5001

The CFDIA ulmh-:r iz & and MO
.-‘Luthnnt} for Program: 5 002 of the Homeland .hrr..r..{t Aet af

E = =z ZaAtmE 2. Please review the grant agresment in full,
zign in the designated sienamre areas and retomn it to the MOHS by Janwary 15, 202§, Strict adherence to these provisions
iz pazential to ensure compliance with applicable federal and state statotes, rules, regulations, and guidelines.

Grant fionds will be dishurzed to Sub-Fecipients (according to the appro
funds have been invoiced and products received and’or that fonds have been expended (ie., invoices, confracts, iternized
ETpenses, et ).

I certify that I understand and agree that fonds will only be expended for thoze projects outlined in the funding
amounts a3 individually listed above. I zlzo certify that I understand znd agree to comply with the general and fiscal terms
and conditio f the grant mcloding specizl conditions and the Misszizzippi De ety, Office of
eland Becurity, Homeland Security Grant Program, Policies and Procedures MManual; to comply with provisions of the
u:m.mz th-ru:l funds and all other f--d&ral lawsand regulations; that .all infonmation i ; that there has been

E ] - quirements; that

g g Cipient; and that all
agencies involved with this pru_'i-:n_t understand that a]l faderal funds are ]nIute-i tn 2 t|.l|. E]u-_' m-:luﬁl -Hmd.

Supplantation: The Sub-Fecipient provides assurance that finds will not be used to supplant or raplace lacal, state fumds
or other resources that would otherwise have been availzble for homeland security activities. In compliance with that
mandzte, I certify that the receipt of federal funds through the MOHS shall in no way supplant or replace state or local fumds
or other resources that would have been made available for hormeland security activities.

ACCEFTANCE OF THE FEDERAL GEANT AWARD FORE THE 5UB-EECIFIENT

1. Sigmatory Awthonzed Official (Commuszioner, Mayor, Board President, ete.)

snature of Authorized Siznatory Official

2, Barla~Encecutine Directoh,

Signature of MOHS Executive Direc




Award Packet
Page 30

MISSISSIPPI OFFICE OF
HOMELAND SECURITY

FY22 STATE AND LOCAL
CYBERSECURITY GRANT PROGRAM
GRANT AGREEMENT AND
AWARD PACKET-EXAMPLE




Signature Sheet

This sheet will be personalized for
you with all the information already
filled out for you, budgeted items in
the cost categories.

Signature Required the Authorized
Signatory Official.

FY22 MISSISSIPPI OFFICE OF HOMELAND SECURITY
GRANT AGREEMENT

2. Effective Date of Grant: December 1, 2024

. Bub-Fecipient Grant Muomber: 22C5001

Telephone Mumber:
T4-1445

T.CFDA =-0
Cyberzecurit

0 -m—
_ 0.00 u‘tatE !-..- u-'l | snp0 | o
[ SI00| GiLoca [sno0 | w0 [ o% |

ETeament ag mn_ludm:l herein. T]1-= fu]l-:mme; zacti

-lppm' ed A.:re-:maut 1.1.}.u|_h mn_ll.luies h-Facipiamnt ; ;
Implemantati npport Sheet; -L:ra-:mem- _u-inﬂstuding and C-ampl.ia.u'es and .s.llruqui:r--d
dooumentation. -|JJ pu]:-_l 5, term_ conditions, and provizions listed in funding goidelines, gramt agyesment, and
a:re Emant uI lm-:l-aﬂt..-mdm._ 1.1.hui1 ]1'.-13 be-:n prov ided to Sub-Fecipient, are also incorporated into thiz azresment, and

5. Approval from Sub-Fecipi
. 51..=:natu:-- of -luﬂl-:ln...rd Orfficial
. Date of 5

Wame: 3. Printed MName of Signatory Oifficial

Title: MMOHS Exacutive Director/SA4 Title:  Awthorized Signatory Official




FY22 STATE A¥D Local CYBERSECTRITY GRANT PROGRAM PROJECT DESCRIFTION

The purpose of the State and Local Cyberzecurity Grant Program (SLCGP) 15 fo assist state, local, and terntorial
(SLT) governments with managing and reducing systemic eyber nsk. Through fimding from the Infrastructure
Investment and Jobs Act, alzo kmewn az the Bipartizan Infrastructure Law, the SLOGP enables DHS to make
targeted cvbersecurity mmvestment: m ELT government agencies, thuz mmproving the secunty of critical
mfrastructure and mmproving the resilisnce of the zervices BLT governments provids thewr commumity.

FY22 STATE AND LocAL CYBERSECURITY GRANT PROGRAM GOALS AND OBIECTIVES

GOAL: Demonstrate how the projects addrass the capability gaps identified in their Cybersecurity Plan or othar
ralavant documentation or sustams existing capabiliies per the CISA-approved Investmant Justification

OBJECTIVES:

Ojactive 1: Develop and establizh appropriate sovernance structures, meluding developing, implemeanting, or
ravising cybersecurity plans, to mmprove capabilities fo respond to evbersecurity meidants and ensure contmuity
of operations.

Objective 2: Understand thewr current cvbersecunty posturs and areas for mprovement bazed on combinons
testing, evaluafion, and structured azseszments.

Objactive 3: Implament securtty protections commensurats with nzk.

Objective 4: Ensure orgamization persomnel are appropriately traimed in cybersecurity, commensurate with
responsibality.

FY22 PROGRAM MILESTONE SCHEDULE

The program muleztone schedule 12 mtended to provide the Sub-Eecipent, a proposad lizt of planned zctrvities,
immplementaton dates, for the mplementation of the t. Program milestones will be provided in the Sub-
Eeecipient’s quarterly reporting, as when the milastone Eﬁl{l be complatad.

{(OCTOBER, NOVEMBER & DECEMEER)

* Completed Environmental Historic Preservation Form and submit to MOHS (If required). Pleaze mclude
form and photographs of cutside of building, a= wall a= places whera equipment will be installed.

* Complete NINS Trainimg (100, 200, 700 and 800, if not complatad.

* Complete Cyber-Security Aszessment and refurm completion form to MOHE.

* Solicit quotes and'or bids for equipment. (If equipment is over $3,000.00, tove (2) quotes are requirad)

# Eaview propesals, quotes, bids and salact vendors.

# Purchaze approved squipment durmg 17 quartar for the grant vear.

# Bagin Preparation of 1t Quarter Feport. {Octobar 1-Decembear 31}, Due to MOEHS Jamuary 15th.

¢ Zend full Grant Agreemant with signaturez to MOHS.

® Azoass and review program’s threats, hazards, core capabilifies and needs.

¢ Participats and attend any trammings, mestings, or confarence calls with MOHS, a= required and neceszary.

Grant Project Description and
some Goals and Objectives of
the Grant.

These are standard 1n every
grant.




Program Milestones

FY22 PROGRAM MILESTONE SCHEDULE

The program mulestone schedule 13 mtended to provide the Sub-Eecipient, a proposed lizt of planned activities,

mmplementation dates, for the implementation of the ﬁlﬂ Program milestonesz will be provided m the Sub-
Flecipient's quarterly reporting, as when the milestone should be v:-:-mpleted

{OCTOBER, NOVEMBER & DECEMEER)

* Completed Environmental Historic Preservation Form and submit to MOHS (If required). Plaaze mclude
form and photographs of outside of building, az well as places whers equipment will be mstalled.

» Complete WINS Tramme (100, 200, T00 and 800), if not complatad.

* Complete Cyber-Secunty Aszessment and refurn completion form to MOHE.

» Splicit quotes and'or bids for equipment. (If equipment 1= over $3,000.00, towo (2) quotes are required)

# Faview propesals, quotes, bids and zslact vendors.

# Purchase approved equipment durmg 17 quarter for the grant year.

* Begim Preparation of 15t Quarter Eeport. (October 1-December 31). Due to MOHS Jamuary 15th.

# Send full Grant Agreement with signatures to MOHS.

# Azsazs and review program’ s threats, hazards, core capabilifies and needs.

* Participate and attend any tramings, meetings, or confarence calls with MOHS, az required and neces=zary.



(JANUARY, FEBRUARY & MARCH)
* Submit 1" Quarter Feport to MOHS. Due Jamuary 13.
# Eocerve approved eguipment or grant funded 1tems.
# Prepare Equipment Tovrentory Sheet for MOHS. Take pictures of all Equipment. Submit to MOHS.
* Prepare Fembursement paperwork 1f equipment recerved.
* Begin praparation of 2nd Quarter Eeport. (Jamuary 1-MMarch). Due to MOHS Apnl 135,
# Participate and attend anv framungs, mestings, or conference calls with MOHES, az required and neceszary.
# Azzess and review program’ s threats, hazards, core capabilifie: and needs.

Program Milestones




(AFRIL, MAY & JUNE)
e Submit 2" Quarter Report to MOHS. Due April 15"
* Fecerve approved equipment or grant funded 1tems.
* Prepare Equipment/ Tnventory Sheet for MOHS. Take pictures of all Equipment. Submst to MOHS.
# Prepare Eemmbursement paperwork 1f equipment recerved.
# Bogzin preparation of 3rd Quarter Eeport. (Apnil 1-Tuns). Dus to MOHS Tuly 13th.
# Parhicipate and aftend anyv framimgs, mestings, or conference calls with MOHS, a= required and neceszary.
# Azcaxs and review program’ s threatz, hazards, core capabilities and needs.

(July, August & SEPTEMEER)
# Submit 3rd Quarter Keport to MOHS. Due Tuly 153th.

* Fecerve approved equipment or grant funded 1tems.

* Prepare Equipment/ Tnventory Sheet for MOHS. Take pictures of all Equipment. Submst to MOHS.

# Prepare Eemmbursement paperwork 1f equipment recerved.

* Bagin preparation of 4™ Quarter Report. (Tuly 1-Septembar 30). Due to MOHS October 15th.

# Parhicipate and aftend anyv frammgs, mestings, or conference calls with MOHS, as required and neceszary.
# Azcaxs and review program’ s threatz, hazards, core capabilities and needs.

Program Milestones




CLOSEOUT (October 1-November 1)
¢ Submit 4" Quarter Raport. (Tuly 1-Septembar 30}, Due to MOHS October 15th.
* Prepare Closeout Documents and submuat to MOHS. Due NMovember 137,
® Asoass and review program’ s threats, hazards, core capabilifies and needs.

Program Milestones




FY22 State and Local Cybersecurity Grant Program -Cost Summary Support Sheet

1. Sub-Recipient Agency: Anytown Police Departmemnt

2. S5ub-Recipient Grant Nomber: 3. Gramt ID: FYI2 SLOCGEF | 4. Beginning: December 1, 2024 & Ending: September 30, 2024

22CY-0001
6. Activify: State and Local Cybersecurity G-rant Program

T. Category & Line Item | 8. Description of item and/or Basis for Valuation 9. Budpet
Federal

Balary

Frings

Contractual Services Malorare Software- §15,000.00 +13,000.00 +13,000.00

Travel Traininz
Equiprment Wetwork Firewall- 525,000.00 $235,000.00 F23,000.000
Power Edge Sarvar (2)- 535,000.00
Part Switchas- 525,000.00

Commpditias Suppliaz
Cithier:

BEUDGET EXAMPLE $100.000.00 : $100,000.00




MISSISSIPPI OFFICE HOMELAND SECURITY
GRANT AGREEMENT OF UNDERSTANDING AND COMPLIANCES

Thi= Grant Azreement (GA) 15 made and entered nto by and between the State of Mizsiszipp by and through the
Whssissippi Department of Public Safety and the Mississippa Offics of Homeland Securtty, hereto referrad to as
State, and zovernmental umit or agency namad m thiz A greement, heremmafter referrad to az Sub-Fecipient

002 of the Homsland Security At of 2023 and the Depaytment of Homeland Security Apprepriation Aet.
am-:ud---:l provid o the State for approved homeland secunity projects for the purposs of
al, tn]:lal, and territorial governments, as well as nen-profits, to pravent, protect

against, 1'-1='pund ta, and recover from terrorist attacks, a.u-:l

The State may make said fimds availabla to state, local, tribal, and terntorial governments, a= well az non-profits
enfities upon application and approval from the State and Homeland Security, and

The Sub-Fecipiant must comply with all requraments histed herem, to be eligibla for faderal fumd: m approvad
homeland securtty projects, and

Now, therafors in consideration of mutual promizesz and other considaration, the parties apree as follows:

Federal Terms and Conditions:
Tamms and conditions partzin not only to Eeciplants, but grant fonded Sub-Fecipiants, as well. The followring list
of terms and conditions should be reviewsd and followed. The FY2023 Department of Homeland Secunty
Standard Terms and Conditions, can be found at: s-/{warw dhs sov/'publication/dhs-standard-terms-and-
conditions.

The Fiscal Year (FY) 2024 Dapartment of Homesland Sacunty (DHE) Standard Terms and Conditions apphy to all
new federal awards of faderal financial azsistance (faderal awards) for which the faderal award date ccours in FY
2024 and flow down te subrecipients unless a term or condrhon spec indicates otharwize. For fedaral
awards that may involve contmuation awards made in subzequent F Yz, the DHS Standard Terms and
Conditions will apply to the continuation award unless otherwise specified in ths tarms and conditions of the
contmuzation ward. The United States has the rizht to zeek jodieial ﬂnfun_-:ment of thaze tarms and conditions.

All legislation and digital resources are referenced with no digital links. Thesa FY 2024 DHS Standard Terms and
Condition: are mamtained on the DHE webate at www.dhs gov/publication'firl3-dhs- standard-termz-and-
conditions.

Form -1-4.4B A_"u.mn._e. Nun— (l:lnstru._tu:m Pr-:rl-:ram_.r or QLB Hta.n-ia:-:l Form 424D
Azzurancsz — Constroction Programs, as applicable. Cartzin assurances m th-:!e documents
may not be applicable to vour program and the DHS fimanct )
may require applicants to cartify additicnal assurances. Applicants are required to fill out the
assurancas az instructed by the faderal awarding agency.

B. Recipients are required to follow the applicable provisions of the Uniform Administrative
Requirements, Cost Principles, and Audit Requirements for Federal Awards in effect as of the
federal award date and located at 2 CF.R. Part 200 and adopted by DHS at 2 CF.R. § 300210,
General Acknowledgements and Assurances

Federal Terms and
Conditions

Page 35 in SGA
Manual



MOMHS Terms
and Conditions
Page 50

Mississippl Office of Homeland Security
FY24 Terms and Conditions:

Comph Be Ions:

1.

sub-Eecipient must comply with the rules and regulations of 2CFR. 200 and all federal, state, and local rules
and regulations.

Sub-Eecipient shall comply with provizions of the Hatch Act limitimg political activities of public emplovees
and 44CFE. Part 18, New Eeazinctions on Lobbymg.

sub-Eecipient shall comply, as apphcable, with provisions of the Dawviz-Bacon Act relstme to labor
standards.

Sub-Eecipients are reguired to modify thewr esusting incident management and emergency operations plans
m zccordance with the Wational Eesponss Plan’s coordmating structures, processzsz, and protocols.
Sub-Eecipients must fully ensaze citizans by expanding plans and tazk force memberships to address citizen
participation; awarenesz and outreach to mform and engage the public; inclode cibizens n trammmg and
exercise; and develop or expand programs that mtegrate citizen’volunteer support for the emergency
rezponder dizciplines.

sub-Eecipient shall comply with the Smgle Audit Act of 1996 and 2 CFE 200501, Copies of audit reports
when 1zsued and provide andit findings to the MOHS. Copies will be made available, as needed.

/. The Authonized Signatory Official 15 rezponzible for commithng to the terms of this Agreement, budzeting

local funds to purchase equipment or support junsdictional ewercize, frammg, and planning efforts for
axecuhng this A zreament on behalf of the Sub-Eecipiant 'z jurisdiction. Tha dezignated reprazentative certifies
that ha/she has legal signatory authonty to recerve assistance.

. The Signatorvy Authonzed Official shall designate a person(s) as the Sub-Racipient Grant Admmistrator

(3A) for developmg and attachimg the scope of work, cbtammng project approval from respective officials,
reporting, submitting applications to Eecipient, sqmpment distnbution, traznmg, and obtaming and submittmg
supporting documentation and requests for rermbursemant on behalf of the Sub-Fecipient to Recipisnr for
repayment.



Mississippi Office of Homeland Security
FY22 Terms and Conditions:

Compliance and Regulations:

l.
2.

Sub-Recipient must comply with the rules and regulations of 2CFR 200 and all federal, state, and local rules and regulations.
Sub-Recipient shall comply with provisions of the Hatch Act limiting political activities of public employees and 44CFR
Part 18, New Restrictions on Lobbying.

Sub-Recipient shall comply, as applicable, with provisions of the Davis-Bacon Act relating to labor standards.
Sub-Recipients are required to modify their existing incident management and emergency operations plans in accordance
with the National Response Plan’s coordinating structures, processes, and protocols.

Sub-Recipients must fully engage citizens by expanding plans and task force memberships to address citizen participation;
awareness and outreach to inform and engage the public; include citizens in training and exercise; and develop or expand
programs that integrate citizen/volunteer support for the emergency responder disciplines.

Sub-Recipient shall comply with the Single Audit Act of 1996 and 2 CFR 200.501. Copies of audit reports when issued and
provide audit findings to the MOHS. Copies will be made available, as needed.

The Authorized Signatory Official 1s responsible for committing to the terms of this Agreement, budgeting local funds to
purchase equipment or support jurisdictional exercise, training, and planning efforts for executing this Agreement on behalf
of the Sub-Recipient s jurisdiction. The designated representative certifies that he/she has legal signatory authority to receive
assistance.

The Signatory Authorized Official shall designate a person(s) as the Sub-Recipient Grant Administrator (SGA) for
developing and attaching the scope of work, obtaining project approval from respective officials, reporting, submitting
applications to Recipient, equipment distribution, training, and obtaining and submitting supporting documentation and
requests for reimbursement on behalf of the Sub-Recipient to Recipient for repayment.




9. Grant funds expended prior to the date of the award letter are not authorized to be reimbursed. No cost or obligation shall be
incurred by the Recipient under this Agreement, unless and until the Recipient advises the Sub-Recipient in writing that the
Award has been executed and funds are available.

10. Sub-Recipients shall use approved and awarded funds solely for the purpose for which these funds are approved and awarded
by the Mississippi Office of Homeland Security. All changes and/or revisions to the program scope of work and/or budget items
must be approved in writing by the MOHS.

11. Sub-Recipient shall comply with cost-sharing requirements of the awarded grant, if applicable.

12. Sub-Recipient shall not enter any contracts or purchase goods from any party and/or vendor which is disbarred or suspended
from participating in Federal assistance programs. The sub-recipient shall comply with all applicable provisions of Federal and
State laws and regulations regarding procurement of goods and services. It is the responsibility of the awarded agency to follow
all local, state and federal procurement.

13. Sub-Recipient shall establish and maintain a proper accounting system to record expenditures of awarded funds in
accordance with generally accepted accounting standards and OMB Circulars 2 CFR 200 as applicable and/or as directed by the
DPS Authorized Representative and the MOHS.

14. Sub-Recipients shall provide all required financial and program documentation to meet the terms and conditions of receiving
Federal and State assistance.

15. The period of performance for this Grant Agreement shall begin on the date of acceptance of the Subrecipient Award
execution and shall continue through the period of Subrecipient unless terminated by the MOHS and/or the Department of Public
Safety.

16. Sub-Recipient shall return to the State, within thirty (30) days of such request by the DPS/MOHS, any funds which are not
supported by audit, Federal and/or State review of documentation by the Sub-Recipient for programs and costs associated with
the Award.




17.All radios and radio communications purchased with grant funds should be APCO 25 compliant and follow the Project 25
suite of standards for voice and low-moderate speed data interoperability.

18. Contractual services, internet service, radio service, cellular phone, satellite phone, etc. will be eligible for grant funding
for up to twelve (12) months during the awarded period of performance.

19. The Sub-Recipient shall develop and improve their capability to combat the effects of a terrorism event. This is
accomplished through the purchase of specialized equipment as identified in the published FEMA Authorized Equipment List
(AEL) or support of planning, exercises or training activities associated with the prevention, response, or recovery from
terrorism incidents. Any equipment not purchased from the FEMA AEL or without prior approval, will be disallowed.

20. Position descriptions are required for each person being paid with grant funds. Organizational charts identifying grant
funded position(s) are also required.

21. The Recipient will not be liable under this Agreement for any amount greater than the award allocated by the FEMA and
the Office for Domestic Preparedness to the State for the grant performance period.

22. Reimbursement is contingent upon the funds being expended in accordance with all applicable local and state regulations,
as well as Federal regulations, policies, guidelines, and submission for reimbursement made in accordance with the SAA’s
grant policies and procedures manual.




Equipment/Supplies for Program Activities:

23. Equipment purchased under the terms of this Agreement will be stored, maintained, and used in accordance with the
purpose and objectives of this Grant Agreement. Adequate maintenance procedures must be developed to keep the property in
good working condition.

24. Property records must be maintained that include a description of the property, a serial number or other identification
number, the source of the property, who holds the title, the acquisition date, cost of the property, percentage of Federal
participation in the cost of the property, the location use and condition of the property and any ultimate disposition data
including the data of disposal and sale price of the property.

25. If equipment or an asset is damaged, lost, or stolen, it is the responsibility of the agency to contact the MOHS immediately.
If an item is past useful life, and/or in need to disposal or selling, please see instructions on how to sell and/or dispose of
equipment, please visit our website at www.homelandsecurity.ms.gov. (Click on the tab Grants /Grant Forms).

26. All equipment awarded in this grant agreement should be ordered within ninety (90) days after project implementation. If
unforeseen circumstances arise which prohibit this being accomplished, the MOHS must be notified as to the reason for the
delay and projected purchase date of the equipment.

27. It 1s mutually agreed and promised that the Sub-Recipient shall immediately notify the MOHS, if any equipment purchased
under this project ceases to be used in the manner set forth by the project agreement. In such an event, Sub-Recipient further
agrees to transfer or otherwise dispose of such equipment, as directed by the MOHS.

28. It 1s mutually agreed and promised by the Sub-Recipient that no equipment will be conveyed, sold, salvaged, transferred,
etc., without the express written approval of the MOHS.

29. It 1s mutually agreed and promised that the Sub-Recipient shall maintain, or cause to be maintained for its useful life, any
equipment purchased under this project.




Non-performance of Grant Activities:

32. Failure by the Sub-Recipient to comply with the terms of this Grant Agreement may
result in suspension from the program and loss of any outstanding grant fund allocation
balance, as determined by the Recipient.

33. Failure to expend all grant funds awarded (by date stated on Award Letter) and to comply
with Recipient request and guidelines will result in the reallocation of unspent grant funds
and the immediate redistribution of all equipment purchased with grant funds.

34. In addition, the failure to maintain adequate response capability (as determined by the
MOHS) will also result in the reallocation of grant funds and the immediate redistribution of
all equipment purchased with grant funds.

35. The Recipient and Sub-Recipient agree to carry out the administrative and financial
requirements of this Agreement in accordance with the policies and procedures established
by FEMA and set forth in other applicable state and federal guides. The Biannual Strategy
Implementation Report (BSIR) will update information on obligations, expenditures, and
progress made on activities and will include an update of all information submitted in that
report.




Audit Requirements:

36. Law enforcement, state, local, non-profit agencies funded with Federal funds administered by the MOHS for the purpose
of grant activity must comply with the following (2 CFR§200.501):

(a) Audit required. A non-Federal entity that expends $750,000 or more during the non-Federal entity’s fiscal year in Federal
awards must have a single or program-specific audit conducted for that year in accordance with the provisions of this part.

(b) Single audit. A non-Federal entity that expends $750,000 or more during the non-Federal entity's fiscal year in Federal
awards must have a single audit conducted in accordance with §200.514 Scope of audit except when it elects to have a
program-specific audit conducted in accordance with paragraph (c) of this section.

(c) Program-specific audit election. When an auditee expends Federal awards under only one Federal program (excluding
R&D) and the Federal program's statutes, regulations, or the terms and conditions of the Federal award do not require a
financial statement audit of the auditee, the auditee may elect to have a program-specific audit conducted in accordance with
§200.507 Program-specific audits. A program-specific audit may not be elected for R&D unless all the Federal awards
expended were received from the same Federal agency, or the same Federal agency and the same pass-through entity, and that
Federal agency, or pass-through entity in the case of a sub recipient, approves in advance a program-specific audit.

(d) Exemption when Federal awards expended are less than $750,000. A non-Federal entity that expends less than $750,000
during the non-Federal entity's fiscal year in Federal awards is exempt from Federal audit requirements for that year, except as
noted in §200.503 Relation to other audit requirements, but records must be available for review or audit by appropriate
officials of the Federal agency, pass-through entity, and Government Accountability Office (GAO).

(e) Federally Funded Research and Development Centers (FFRDC). Management of an auditee that owns or operates a
FFRDC may elect to treat the FFRDC as a separate entity for purposes of this part.




Monitoring/Inspection:

37.Sub-Recipient shall give State and Federal agencies designated by the DPS Authorized
Representative access to and the right to examine all records and documents related to use of
award funds.

38. Physical inventory of property and equipment must be completed, and the results
reconciled with the MOHS property control, at least once every two years. All property and
equipment acquired with grant funds must be tagged and tracked using an inventory
management system.

39. Sub-Recipient’s requests for advance of funds to support purchases of equipment or other
expenditures must be requested in writing to the MOHS explaining the justification for the
request. Reasons, i.e., shortage of local funds or items not contained in the current annual
jurisdictional budget must be accompanied by supporting documentation.

40. A control system must be developed to ensure adequate safeguards to prevent loss,
damage, or theft of the property. Any loss, damage or theft shall be investigated.

41. A physical inventory of the property must be taken, and the results reconciled with the
property records at least once every two (2) years for the useful life of the property.




ASSUEANCE OF UNDEESTANIMNG REQUIEFAMENT FOR STUB-EECTPIENTS:

Az the Authonzed Official for, 1. Anyviown Police Depariment (Sub-Eecipient), [ cartifi- by miy signature balomr,
that [ have fully read and am cognizant of our duties and responsiblitiss undar this requrament. I acknowledga
by my zignature helow, that I understand that the Grant Apreement iz not effective until both parties
MMOHS and Auwthorized Signatory Official) have signed, dated, and fully execnted the Grant Asreement.

Therefore, the Apancy [ represent promizas and will comply with all Fedaral, Btate and Missiz=ipp Office of
Homeland Becunty Cartifications and A=surances and their condrtions,

SUB-RECIPIENT:

Assurance of

1. Chrlh Watiing 4. 112024

wrioet Spnor, Ot S, Dt Understanding

(Sub-Recipient)

B — Requirement for Sub-

UEI Number; § 3H41P26Y4MH? ReCipientS . Page 5 2

APPROVED: STATE OF MISSISSIFFIDEPARTMENT OF PUBLIC SAFETY/MISSISSIPPI OFFICE OF HOMELAND
SECURITY

B Pete Bamfas. Date: 12/1/2024

Executive Director/544
Mizsizsippi Office of Homeland Security

[w-—

Name of Sub-Recipient

Authorized Signatory Officials Signature
Printed Name of Authorized Signatory Official
Date of Signature

Title of Authorized signatory Official

UEI Number

U S




Below pleazse azsign three (3) zeparate perzon: to hold the follow: esponzibiliies: Sub-Recipient Grant
Admmistrator, Fimancial Officer, and the Grant Authorized Signatory Official. The Sub-Eecipient Admmistrator
will ba rezpenzible for the day-to-day activities, correspondence, and management of the grant program. The
Fmanecial Officer is responsible for the payment, purchazmg and gathering of all fimancial information and kack
up documentation The Grant Authorized Signatory Official is the overall head of the agency that helds the full
razponsibility of the program to remain i state and fedaral complizness,

Staff that may be grant finded cammot be an authorized official on the grant without the written approval of the
Executive Director.

Agency Name: Any Town Police Department Grant Number: 24LEI5T7-5

Ageney Address: 110 Main Street Anytown, MS 39541 GI’ a n t A gr e emen t
Agency Phone Number: 662-874-1445 Agency Fax Number: 661-8588-5412

C t . f. t .
I certify that I understand and agres to comply with the gemeral and fiscal provisionsz of this pramt agreermant

meluding all terms and conditions; to comply with provisions of the regulations governing theze funds and all
other fedaral and state laws; that all mformation prezsnted 1= correct; that thers has been appropriate cocrdination
with the awardsd agen I am duly authorized by the Sub-E 1ent to perform the tazks of the Sub-Eecipisnt a e
Grrant Admimistrator as they ralate to the requirements of this Grant Agreement; costs mewrred prior to

Grantee approval may result m the sxpanditures bemg abzorbad by the Sub-Eacipient; and, that the racaipt of
theze zrant funds through the Grantee will not supplant state or local funds.

Name: Paul Smith Title: Grant Writer
(Designated Sub-Recipient Grant Administrator)

Phone Number: 662-574-1446 (The Number where we can reach the SGA)

Email Address: grantwriterfanviown. zov (Email address where wea can reach the 2GA)

Signature of Sub-Recipient Grant Administrator: PI:DULE; é"ﬂdtﬁu




Grant Agreement
Certifications

I certify that [ understand and agrss to comply with the zeneral and fiseal provisions of this grant agreemant
mcleding all terms and conditions; to comply with provisions of the repulations governing theze fimdsz and all
other fedaral and state laws; that all information prezants arect; that thers has been appropriate coordination
with the awarded agency. [ am duly antherizad by tha Ba iptent to parform the tasks of the Finaneial Officer,
az they relate to the requirements of thiz Grant Agreement; costs mewrrad prior to Grantee approval may result in
the expenditures being abzorbed by the Sub-Fecpient; and, that the recempt of these grant fimds through the
Grantee will not supplant state or local fonds.

Name: Patricia Harriz Title: Finanecial Clerk
{Sub-Recipient Financial Officer)

Phone Number: 662-574-1447 (The Number where we can reach the Financial Person)

Email Addrezs: financialguru@anyvtown. gov (Email where we can reach the Financial Peraon)

Signature of Sub-Recipient Financial Officer: m M

I certify that I understand and agras to comply with the general and fiseal provisions of thiz grant agreement
ncluding all terms and conditions; to comply with provisions of the regulations governing these fund=z and all
other fedaral and state laws; that all information prezanted 1= correct; that thers has been appropriate cocrdination
with the awarded agsncy. [ am duly authorized by the Sub-Fecipient to perform the tasks of the Grant Aunthonizad
Signatory Official, as they relate to the requirements of this Grant Agreement; costs incurred prior to Grantee
approval may rezult in the expanditures being absorbad by the Sub-Eecipient: and, that the receipt of thesa grant
fimds through the Grantes will not supplant =tate or local funds.

Name: Chriz Watkin: Title: Mayor

(Grant Authorized Signatory Official)
Phone Number: 662-574-1448 (The Number where we can reach the Signatory Official)

Email Addrezz: mayorofanytownganytown.gov

Signature of Authorized Siznatery Official: CANLS WatRima.




Grant Asreement-Scope of Work

Please provide a detailed deseription of work and grant achinities that the awarded junzdiction wall taks part 1o
with the uze of grant funds. Pleaze mclude how the zrant funds, sgupment, supplies, etc. will be uzed to prevent
and protact azamst terronst actrvities.

The Anytown Police Department will uze the approved federal grant funds to work within our
local community.

Funds will be used to provide the agency with the necessary equipment for emergency response
and recovery. Equipment will be ordered within the 1% quarter and will follow all federal and
state procurement guidelines. The agency will work with MOHS to secure reimbursement once
the equipment 13 recerved.

The agency will prepare all the required Quarterly Eeimbursements Claims and Feports, as
required. Theze reports will be filled out and will provide information needed on the agency
program and activities. The 3GA will be responsible for preparing and submitting all requoired
reports.

The funding for Malware Software, Network Firewall, Servers and Port Switches for the agency
cybersecurnity project. Equipment will provide enhance protections for the agency fo protect
against potential cyber-attack.



Federal Funding Accountability and Transparency Act (FFATA)

Compliance Form

To comply with the Faderal Fundimg Accountability and Transperency Act (FFATA), the MOHS must report award
information for all sub-recipients of federal awards as directed Information provided will be made publicly available on

USA Spending http://orarw usaspending. zov/ per the Transparency Act requirement.
Section 1: Award Information:
Apency Name Anytown Police Department
City Anytown

Zip Code —4 Digits (Required) 305419999

Federal Funding et [
Accountablhty ot o Ao s o s e o 14247
and Transparency

Yes (If yes, proceed to Question 2)
_ 3 Mo ({IfHo, stop, proceed to Section 3}

!’-.'l

Federzl Fevenue exceads twenty-five (215} million dollars.
Yes (If ¥es proceed to Question 3)
_ 3 Mo (IfHn, stop, proceed to Section 3}

3. Compenzation information is not publicly availabls viz federal tax filings, Securities and Exchange Comrmizsion
C (SEC) reporting, or any ather source. (If other, pleaze indicate: )]
Yes (If ¥ea proceed ta Teble)

_ X Mo ({IfHn, stop, proceed to Section 3}

Name: and Salary of Orzanizations Top Five (§) Executives (By Salary)
First and Last Hame Title Ammmzl Salary

FFATA. Page 56

| | | 1]

Section 3: Certification of Information:
I certify that the above information is true and accorate.

CANLL WatRima. 0152024
Anwnthorized Signatory Official (Sizmature) Drate

Chris Wathins hdayor
Awnthorized Signatory Official (Printed Name) Title




Other Award
Forms




Orientation
Acknowledgement
Form

+ i
ANTg i1

Homeland Security
FY212 State and Local Cybersecurity Grant Program
Orientation Acknowledgment Form

B signing thiz Orientation Acknowledzment form, I acknowledze that I have recerved and viewed z copy of
the FYV22 Missizzipps Office of Homeland Security (MOHES)-8tate and Local Cybersacurity Grant Program
(BLOGE) Onentation documents.

I understand and agree that it 15 my responsibility to read, understand and follow all the guidance set forth in
the grant award and the grant program documents.

lacknowladgs that if | have any questions, comments or concerns related to the grant award documents or grant
program documents, [ am encouraged to dizeuss matters with MOHS staff and =esk pudance and technical

azsiztance.

Date: Decamber 1, 2024
Wame: Paul Smith-Grant Writar

S1gnatura: Pﬂ-ﬁbﬁ' F&‘lﬂiﬂu

Azeney MName: Armvtovn Police Department
Please return this form to: MOHS Grante: mohszrants@dpz ms sov

Form can be returned during Implementation or with Award Packet




National Cyber Security Review
(NCSR) & éthy?Should you
are"

Every Agency MUST Complete. Page 64




What is the National Cyber Security Review?

for all FY24 Homeland Security Grant
Program Sub-Recipients.
No-cost, anonymous, annual self-assessment of
governments’ cybersecurity programs.

Provides actionable metrics for improving
cybersecurity maturity.

Assists DHS gain valuable 1nsight into cybersecurity
maturity across government communities.



National Cybersecurity Review (NCSR)
NCSR Website:

https://www.cisecurity.org/ms-1sac/services/ncsr/
Includes:

* Webinars

* Frequently asked questions
* General user guide

* Registration portal

CYBERSECURITY
FRAMEWORK

VERSION 1.1



https://www.cisecurity.org/ms-isac/services/ncsr/

National Cybersecurity Review (NCSR)

When do I need to take the NCSR?
e Take the NCSR- ASAP

* Survey window 1s only open during




National Cybersecurity Review (NCSR)

To show compliance with the federal requirement, please
print off a copy of your completion of the survey. Will
include:

* Name of Person
* Agency
* Date of Completion

This MUST be completed and turned in before your Grant
Agreement can be activated and reimbursements can be
made.




National Cybersecurity Review (NCSR)

Element Information
- Mame

Mississipm - City of

If this NCSR Related Tasks - Task

submission is Name

covering additional

entities who receive

HSGP funding_

please enter those

entity names here-

Please see the help

text (question mark

icon) for examples- IT

this NCSR

submission is not

covering additional

entities who receive

HSGP funding_

please enter -N-A--

MN/A 2021 MNationwide
Cybersecurity Review

(NCSR)

Related Tasks - Task  Related Tasks -

Status

Completed

Completion Date

Mowv 4, 2021 8:537 PM




FY24 State and Local Cybersecurity Grant Program
Setting up in MAGIC




s, il B -
emment Infemation and Cobatorafion

m All Sub-Recipients must be signed up and registered with the Mississippi
Accountability System for Government Information and Collaboration (MAGIC).

$ All payments and reimbursement will come to you through this system. You MUST
be registered in MAGIC, or we will not be able to reimburse your agency.



Grant
Reimbursement
Request

Process-
MAGIC

All sub-recipients must register as a
vendor in the Mississippi
Accountability System for Government

Information and Collaboration system
(MAGIC).

Link to Vendor MAGIC Page:
https://www.dfa.ms.gov/dfa-
offices/mmrs/mississippi-suppliers-
vendors/

Link to Vendor MAGIC Setup:
https://sus.magic.ms.gov/sap/bc/webdy

npro/sapsrm/wda € suco_sreg?sap-
client=100#



https://www.dfa.ms.gov/dfa-offices/mmrs/mississippi-suppliers-vendors/
https://www.dfa.ms.gov/dfa-offices/mmrs/mississippi-suppliers-vendors/
https://www.dfa.ms.gov/dfa-offices/mmrs/mississippi-suppliers-vendors/
https://sus.magic.ms.gov/sap/bc/webdynpro/sapsrm/wda_e_suco_sreg?sap-client=100
https://sus.magic.ms.gov/sap/bc/webdynpro/sapsrm/wda_e_suco_sreg?sap-client=100
https://sus.magic.ms.gov/sap/bc/webdynpro/sapsrm/wda_e_suco_sreg?sap-client=100

I Grant Retmbursement Request Process-MAGIC

PLEASE CALL THE MMRS CALL MAGIC HELP DESK: MAGIC REGISTRATION
CENTER AT (601) 359-1343, (601) 359-1346 QUESTIONS: (601) 576-1160
OPTION 2 FOR ASSISTANCE IN
LOCATING YOUR VENDOR

INFORMATION.

55



Grant Forms and Grant Requirements
Appendix B-Page 79




Sub-Recipient Grant Administrator’s Guide- Purchasing

All purchases regardless of cost must meet all state purchasing laws and regulations and be
in accordance to Section 7-7-23, Miss. Code Ann. (1972), state in part: “Purchases of
equipment, supplies, materials or services of whatever kind of nature for a department, officer,
institutions, or other agency of the state, the cost of which is to be paid from funds in the State
Treasure on State Fiscal Officer disbursement warrants, may be made only by written purchase

orders duly signed by the official authorized so to do, on forms prescribed by the State Fiscal
Officer.



Sub-Recipient Grant Administrator’s Guide- Purchasing

ReqUired documentation: (See Purchasing Laws by MlSSlSSlppl Procurement

State Auditor) Rules
e 0-$5,000. Requires one quote. We MUST Follow all
e Over $5,000 to $74,999. Requires two quotes.  Rules for Procurement.
(Lowest and Best Bid Must be Documented) MS Code 31-7-13

e Over $75,000. Requires advertising for bids. If
bids are not received, bids must be rebid.
(Lowest and Best Bid Must be Documented).
Bid must be posted once each week for (2) two

consecutive weeks.
e Over $500,000 requires PPRB Approval.




Must be permissible under MS and Federal
law;

Grant Must not be allowable to or included as a
» cost of any other federally funded program;
Reimbursement

Re que St Proce SS. Must not result in a profit to the agency;
Before You
. Must be incurred on or after the 15t day of
B e gln the approved grant period; and

Must be adequately supported by source
documentation.

59



Grant Retmbursement Request Process

Reimbursement

Submit Quarterly Retmbursement Claim and Progress
Report form

* Copy of the Paid Invoice(s)

* Copy of the Purchase Order, Cancelled Check(s),
expenditure report, or any other proof of payment

* Submit two (2) Quotes for any piece of equipment 1s
$5,000 or more and/or state contract (DFA Rule)



Grant Retmbursement Request Process

Reimbursement

Submit Quarterly Reimbursement Claim and Progress
Report form.

* Submit “Equipment Inventory” form

* Pictures of equipment displaying the serial/vin
number

 Breakdown for Reimbursement



Reimbursement Cheat Sheet-Page 88

Checklist for submitting the FY24 Quarterly Reimbursement Claim and Progress Reporis:

__ (1) Salaries and Fringes (If applicable)
& Check Register or copies Payroll Checks
¢ Timesheets/Activity Sheets
& Hours Breakdown

__ (2) Contractual Services: (If applicable)
s Any Documentation Needed to Justifyy Purchases
s  Copies of all contracts MUST be submitted with 1" Eeimbursement
s Confracts MUST be within the period of performance

__ (3 Training/Travel (If applicable)
A Travel Voucher
BE. Any Documentation Needed to Justify Purchases “

__ (#) Equipment
A Inventory Form(s) ﬂ
B. Breakdown for Eeimbursement
C. Invoice(s) and Quote(s)
D. Proof of Payment(s)
E. Pictures of all Equiptment (including all serial numbers)
F. Any Documentation Needed to Justify Purchases ._1| 4

__ (%) Commodities/Supplies: (If applicable)
o Any Documentation Needed to Justifyy Purchases

. .r.___.-"
__(6) Other Grant Expenses: (If applicable) e il
» Any Documentation Needed to Justify Purchazes -_':-;'; 1 = '-. i -#ll'

__(7) Check all forms for Signature:
A Quarterly Feimbursement Claim and Progress Report
B. Travel Vouchers -
C. Time Sheets/Activity Sheets 62
D. Breakdown for Reimburzement Form



A B

C

D

E

=

3 |Tvpe of Grant:

Quarterly Reimbursement Claim and Progress Report
2 |

Homeland Security:

Agency Quarter of
Report (Please Check Grant
1 |Quarter of Report)

(]

1st Quarter

2nd Quarter

3rd Quarter

4th Quarter

Advance or

Reimbursement (Pleas=
Check Payment Type for Quarter)

1=}

Advance

Reimbursement

Agency Name:

Grant Number #:

Report Prepared By:

Telephone:

Date of Report:

Is this the Final

Claim? (Y/N

2 Qllfll'tEl'l}' Claim: Please fill out for requested amount of claim.

A. Grant AwardAmouni. [B. Funds Spent C. Grant D. Total Grant

Throuch Last Amount Funds:

3 Claim Requested

(Amounts Same Each Claim) (Previous Claim _
A Totals, If Awvailablz)
5 |Personal Services-Salary: 50.00 50.00 50.00 $0.00
6 |Personal Services-Fringe: 50.00 50.00 50.00 $0.00
.7 |Contractual Services 50.00 50.00 50.00 $0.00
& |Training/Travel: 50.00 50.00 50.00 $0.00
9 |Equipment: 50.00 50.00 50.00 50.00
'0 |Commodities/Supplies: 50.00 50.00 50.00 $0.00
‘1 |Other Grant Expenses: 50.00 50.00 50.00 $0.00
17 ITatal nf R etimhnrzeameant- S0 00 S0 N0 S0 00 SO0

Ist Quarter 2nd Quarter 3rd Quarter Ath Quarter Supplemental Inventory Form

Closeout Form

Quarterly
Reimbursement Claim
and Progress Report

Tab for Each Quarter.
Supplemental Report
Inventory Form
Closeout Form



Quarterly Reimbursement Claim and Progress Report
- - |
Tvpe of Grant: Homeland Security:

Agency Quarter of 1st Quarter 2nd Quarter 3rd Quarter 4th Quarter

Grant Reimbursement Reprt e oo X
Request Form-Page 89 —— Rt

Checlk Payment Type for Quarter)

Agency Name: Anytown Police Department
Grant Number #: 24LE257-5
Report Prepared By: Paul Smith Telephone: 662-874-1446
. Date of Report: 12/15/2024 Is this the Final [N
Agency Quarter: Will already be marked. ate of epo Claine? ; m‘:‘ e

Advance or Reimbursement: You will now be able to select which type of payment to be requested.

. Advance: Back-up information is required for an advance. Proof of Payment is not required at the time of the advance but will have to be provided to
clear the payment later. Advances are only allowed for cost that can be proven. No Excess funds will be provided.
. Reimbursement: All back-up documentation is provided to include quotes, proof of payment, equipment sheets, etc.

Agency Name: Place the name of the agency in the field.

Grant Number: Place the assigned grant number from the grant award in the field.

Reported by: Place the name of the person that is filling out the report.

Telephone: Place a telephone number where the person filling out the report can best be reached.

Date of Report: Place the date of when the report is submitted.
Final Claim: Place an (YY) for Yes or a (N) for No, in the grant field, only if this is the final submission.



Quarterly Claim:

Quarterly Claim: Please fill out for requested amount of claim.

A. Grant Award B. Funds Spent C. Grant D. Total Grant
Amount Through Last Amount Funds:
Claim Requested
(Amounts Same Each ((Previous Claim Totals, If
Claim) Available)

Personal Services-Salary: |A. Grant Award E. Funds Spent C. Grant Amount $0.00
Personal Services-Fringe: |A Grant Award E. Funds Spent C. Grant Amount $0.00
Contractual Services A Grant Award E. Funds Spent C. Grant Amount $0.00
Training/Travel: A Grant Award E. Funds Spent C. Grant Amount $0.00
Equipment: A Grant Award E. Funds Spent C. Grant Amount $0.00
Commodities/Supplies: A Grant Award E. Funds Spent C. Grant Amount $0.00
Other Grant Expenses: A Grant Award E. Funds Spent C. Grant Amount $0.00
Total of Reimbursement: 50.00 50.00 50.00 50.00

with photographs of equipment purchased.

Financial Documentation Required: Please provide back-up documentation for all request reimbursements to
inchude, but not limited to: timesheets, mvoices, purchase orders, cancelled check, proof of payment. If agency has
purchased and received equipment during the reporting period. please provide the Equipment Inventory Sheet, along



2nd Quarter

Example

Example of arterly Claim
2ud Oparter Example

In the Example: Anvtown PD has a grant for $100,000.00. During Quarter 1: $18,000.00 was requested. During
Quarter 2: $44,000.00 iz requested for a piece of equipment. Total request for grant iz $62_000.00.

QIIIII"[EI"F Claim: Please fill out for requested amount of claim.

Al Grrant Award Amount

B. Funds Spent
Through Last

C. Grant Amounat| I, Total Grant

Requested

Personal Services-Salary: "~ 50.00 ! 2000 I

Personal Services-Fringe: S0.00 £0.00 $0.00 $0.00|
Contractual Services 50.00 £0.00 £0.00 HI.M|
Training Travel: $0.00 $0.00 $0.00 Sﬂ,ﬂﬂl
Equipment: §85.000.00 $18,000.00 544 000.00 Sﬁl,{ﬂlﬂ.{lﬂl
Commodities Supphes: 515,000.00 £0.00 $0.00 Sﬂﬂ'ﬂl
Other Grant Expenses: 50.00 £0.00 £0.00 Sﬂﬂ'ﬂl
Total of Reimbursement: S100.000.00 $15.0:00.00 S44.000.00 S62.000.00

Financial Documentation Required: Please provide back-up documentation for all request remnbursements to mchade,
not bmited to: tmesheets, myvoices, purchase orders, cancelled check, proof of pavment. If agency has purchased
and received equipment during the reporting peniod, please provide the Equipment Inventory Sheet, along with
hotographs of equaipment purchased
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Equipment

Breakdown

Equipment Breakdown for Reimbursement

For each Quarterly ReportReimbursement Report, where equipment is requested for reimbursement, please provide the
following information.

Vendor & Invoice &

Equipment Description: Check #
Example:
otorola INV4587952 5 Motorola MSWin Radios | 1532

510,000.00
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Grant

Reimbursement
Request Form

Quarterly Programmatic Report

Fill out the Quarterly Programmatic Report for the quarter that the Agency will be submitting. Each Quarter is
personalized for each quarter and the tasks that are required. Equipment should be “in process™ with quotes,
starting procurement and selection within the 1% Quarter. EHP (if applicable) must be turned in within 1%

Quarter.
Quarterly Programmatic Report

1=t Quarter
Pleasze Mark If Milestones are Incomplete, In | Incomplete In Process CompleteNot

Process or Completed ™ot Applicable Applicable
Ssnd the full Grant Arreameant with Appandix Complete
documents, with anthorized sssnatory signaturss to
MOHS
Complated Environmental Historic Pressrvation Complete
Form znd submit to MOHS (If Applicabls)
Complete NIMS Trammng (100, 200, 700 and 800). Complete
(If Applicable)
Comgplate the Nationwide Cvbersecurity Kaview In Process

(MCER) Asseszment and submit complation
documantation for the MOHS.

Complate Memorandum of Understanding and Complete
Consent form for State and Local Cybersscunty
Grant Program participation.

Complate and Submit Memorandum of Complete
Inderstanding for WS analysis and Information

Center (Fusion), if [icenss Plate £ ars awardad

(If Applicable) -~

Brovids Sub-Racipizat MAGIC x‘aﬁwg% - Complete

fonds will be disbursed. Funds will be advanced and'gg

reimbursad to the MAGIC Vendor INumber agency
providss. It is the agency’s responsibility to notify
tha MOHS of any account changss.

Solicit quotes and'or bids for equipment. (If In Process Complete
equipment is over $3,000.00, two (2) quotes are

Feview proposals, quotes, bids and select vendors. In Process Complete
Purchass approved aquipment doring 1st quarter for In Process Complete
ths grant vear. If unable, plazss provide justification

below.

Assess and review program s threats, hazards, core  |Incomplste
capabilitiss and needs,
Participate and attend any trainings, mestings, or MNA
confarencs calls with MOHS, as required and
P T
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Grant Retmbursement Request Process

Do yvou anticipate any changes/modifications to the original objectives? If ves, will these
changes/modifications prevent your jurisdiction from completing this project within the approved grant

performance period?

There are no changes to the original objectives.

Please include information regarding any changes or modifications to
the original objective of the grant. Please do not leave blank.
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Grant Retmbursement Request Process

List any jurisdictional changes for authorized persons involved in completing this project. Can include:
Program Manager, Finance Staff, etc.

The Financial Director has changed since last reporting. The new Financial Director is: Betty Goodman. Her contact
nformation is: Betty. Goodman@ anytown.com.

Please include any information regarding any changes to authorized
persons on the grant. Please do not leave blank.
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Grant Retmbursement Request Process

List any MOHS Grant Training or Exercises that Agency participated in during the Quarter:

The Anvtown Fire Department completed Rope Traming Course Traming on October 2, 2022 and were able to
certify (3) three personnel with needed tratming. This tramning helps fill capability gaps in search and rescure traming.

Please list out any training or exercises that the Agency participated in during
the quarter. Please do not leave blank.
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Grant Retmbursement Request Process

Please list any challenges or delays encountered related to grant funded activities during reporting
period.

Anytown Fire Department had a challenge of getting the awarded equipment due to shipping delays with
the supply chain. The Agency was able to aquire the equipment, received and this has been tagged.

Please list out any challenges or delays that the agency may have
encountered related to grant activities during the grant period. Please do
not leave blank.
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Grant Retmbursement Request Process

Please describe any success stories related to grant funded activities during current or previous
reporting period.

On October 5, 2022, Jimmy Guyton fell down a well. With the training that was received from the training
aquired on October 2, 2022, the Anytown Fire Department was able to locate Jimmy trhough Search and
Rescue tactics. Jimmy was successfully retrieved from the well.

Please include and successes that your agency has experienced

during the current or previous reporting period. Please do not leave
blank.
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Grant Retmbursement Request Process

Quarterly Programmatic Report

The following questions on the Quarterly Report should not be left blank and not filled in. There should be
responses into each question.

Describe in detail the Progress of this Grant Quarter.

Please include information regarding details on the progress of the grant during the grant quarter. Please do not leave a
blank.

Anticipated Closeout Date.

Please mclude information on the anticipated date that the agency will closeout grant.

Describe Activities Left to Complete.
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Grant Retmbursement Request Process

Sub-Recipient Certification: I hereby certify that the costs incurred are taken from agency funds, costs are valid,
consistent and allowable with the terms of the grant. and all backup documentation is maintained by the agency. I
also certify none of the vendors used in purchasing these items were on the Federal Excluded Parties Listing prior
to purchase and that all purchases were made in accordance with agency, state and federal procurement
procedures. [ also certify that this agency is in comphliance with the OMB A-133 Single Audit. I understand that
this information is being submitted to support a claim against a federally funded grant program. False statements on
this form may be prosecutable under 18 USC 1001. The information on this form is true, correct, and complete to
the best of my knowledge and ablilty.

Authorized Signatory Date: 12/2/2022
Official/ Authorized Sub. | 1TUVUK Alindivenss

Recipient Grant
Administrator (SGA):

Please review all information provided for the report. Once all information is validated and back-up
documentation attached, please have the Authorized Signatory Official (Mayor/Board President or

Commissioner)
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Equipment
Breakdown for

Reimbursement

Equipment Breakdown for Reimbursement (Wew Form)

As the Agency submits reimbursement for equipment, please provide the following form to breakout each piece
of equipment with the required information.

Equipment Breakdown for Reimbursement

For each Quarterly Report/Reimbursement Report, where equipment is requested for reimbursement,
please provide the following information.

Grant #:

Agency Name:

Equipment Description:

Example:
5 Motorela MEWin Radios

Total Reimbursement Request:

76



Grant Retmbursement Request Process: Submission

of Requests

Submission of all reports and supporting documentation should be
emailed to:

mohsgrants(@dps.ms.gov.

Any sub-recipient delinquent in submitting reports, or incomplete
reports that lack sufficient detail of progress during the period in
question, will be subject to having submitted reitmbursement requests
delayed.

Once completed reports are received, reimbursement requests will be
processed.
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REIMBURSEMENT



Budget/
Reimbursement



Grant
Reimbursement

Request Process:
Budget

Maximum Amount Eligible for Reimbursement: MOHS
policy requires all agreements include a ‘maximum amount
eligible for reimbursement. This maximum amount is the
grant reimbursable amount and i1s MOHS’s share of the
estimated project cost. The budget specifies each line item
and cannot exceed the specified line-item amount for
reimbursement. A line item in the budget is the authorization
for funds to be expended on the item.

Increased Costs: If costs exceed the awarded amount in

the contract, reimbursement will not be authorized.
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Contractual
Services



Grant
Reimbursement

Request Process:

Contractual Services
(1 Year Only)

Contractual Services:

Communication & Freight--The actual cost of communication expenses, such
as telephone service, internet service, postage expense, and freight expense
for shipping equipment will be reimbursed, if applicable. A copy of the cost
allocation must be submitted to the MOHS. Documentation must be provided
for any amount claimed.

Printing — The actual cost of printing will be reimbursed, if applicable.
Documentation must be provided for any amount claimed.

Fees, Professional & Other -- The actual cost of outside contractual services,
if applicable. Any consultant contracts must follow the bid procedures
required by the state, or local ordinance if more restrictive, and must follow
federal guidelines. The duties and qualifications of the consultant should be
detailed in a narrative along with itemized budget detail outlining cost for
service and included with the subcontract agreement. Agreements and sub-
contracts must have prior approval from MOHS. See Project
Agreement/Contract Development above.

Installation cost — associated with equipment installation such as radio,
camera, etc. Documentation must be provided for any amount claimed.
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Equipment



Equipment: Definition

Per the Mississippt Office of the State Auditor, Property
Officer’s Manual (2018), equipment is defined as:

1) They are for acquisition of visible, tangible state property.
2) They are non-consumable 1n nature.
3) Their anticipated life 1s at least one year.

4) If the cost of acquisition is $1,000.00 or more*, the
equipment shall be on the inventory.



Equipment:

*Items regardless of value must also be considered part of inventory
and equipment.

* Computers and computer equipment (greater than or equal to
$250.00)

e Chainsaws

* Air Compressors

* Welding Machines
* Generators

* Motorized Vehicles

85



Equipment: Authorized Equipment List (AEL)

All Equipment purchased with MOHS grant funds MUST be listed on the FEMA Authorized
Equipment List (AEL)

The Authorized Equipment List (AEL) is a list of approved equipment types allowed under
FEMA'’s preparedness grant programs. The intended audience of this tool is emergency
managers, first responders, and other homeland security professionals. The list consists of 21
equipment categories divided into categories, sub-categories and then individual equipment
items. NOTE: There are no commercially available products listed; it only consists of
equipment types.

https://www.fema.gov/grants/guidance-tools/authorized-equipment-list
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Equipment: Authorized Equipment List (AEL)

Unless otherwise stated, equipment must meet all mandatory statutory, regulatory,
and FEMA-adopted standards to be eligible for purchase using these funds,
including the Americans with Disabilities Act.

In addition, recipients will be responsible for obtaining and maintaining all
necessary certifications and licenses for the requested equipment.

Per the Mississipp1 Department of Finance and Administration, along with the
Department of Public Safety, two (2) Quotes must be received for any piece of
equipment is $5,000 or more and/or state contract.
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Equipment: Purchasing

Equipment purchased with federal grant funds is intended to be
purchased and used within the grant period.

Agencies Should begin procurement of equipment within
the 1% Quarter of the grant. This may require receiving
quotes, purchase orders, etc.

All activities toward the purchase of awarded equipment should
be placed on the agency Quarterly Progress Report.
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Equipment: Use of Equipment

Reporting Use of Equipment:

Sub-Recipients are required to report the use of the equipment that has been
purchased with federal funds, during the FULL use of the equipment.

Equipment must be used for its intended purpose and only for GRANT Activity.
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Equipment: Property Management Systems

All equipment purchased with federal grant funds, must
be tracked through the awarded agency Equipment
Inventory system for the life of the equipment.




Equipment:

Useful Life Schedule: The MOHS/Sub-Recipient property and equipment purchased in
whole or in part with federal funds will be monitored for its useful life according to the
following schedule. The MOHS uses several sources for the Useful Life Schedule for more

information, please contact the MOHS.

Building/ Tnstallation Items :

Intercom Systems/Public Announcement : No Threshold
Ventilahon Fans . No Threshold
Propane Water Heater | No Threszhold
Securnty System . No Threzhold

Pages 12-14 of SGA Manual

' 25 Years
' 5 Years

. 20 Years
' 15 Years

91



Equipment:

Ensuring the Future is Made in All of America by All of America’s Workers: The Sub-Recipient must comply
with the “Build America, Buy America” provisions of the Infrastructure Investment and Jobs Act and E.O. 14005
which provide that, as appropriate and to the extent consistent with law, the recipient must use all practicable
means within their authority under a federal award to provide a preference for the purchase, acquisition, or use of
goods, products, or materials produced in the United States (including but not limited to iron, aluminum, steel,
cement, and other manufactured products.)

Procurement of Recovered Materials: States, political subdivisions of states, and their contractors must comply
with Section 6002 of the Solid Waste Disposal Act, Pub. L. 89-272 (1965), (codified as amended by the Resource
Conservation and Recovery Act, 42 U.S.C. § 6962.) The requirements of Section 6002 include procuring only
items designated in guidelines of the Environmental Protection Agency (EPA) at 40 C.F.R. Part 247 that contain
the highest percentage of recovered materials practicable, consistent with maintaining a satisfactory level of
competition.
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MOHS Equipment Inventory Form
Sub-grantee [Jurisdiction/Agency Mame): 1
Grant Number: 2
Contact Mame for Equipment: 3
Contact Phone Mumber for Equipment: 4 After Hours Mumber: 5
Email: 6

Local Property

Identification Number anensle=cnotion

7 8
Acquisition Date SeriallVIN # Unit Cost :;:CuE::le:z-r: Vendor [Source] Mew Equipment
9 10 11 100% 13 [ ez [ he

Grant Re imburs ement Ea::al T\;t Description of Lut;;tiun of Equipment County I;li;cated In I:IlJTSFﬁHDT:-;j:FIujr?EE

Agency Tupe

Re que St PrO C e S S ) [ tate Agency [ Local Jurisdiction [ Cellzge [ EMa [] Fira [] tew Enforcermnant [ Mon-Profit [ Search/Rescue

Asset Category [Choose Onel
[ air Aszet [ Commurications [] Fire Suppressian [ Lewr Enforcement [ Search/Raszcue [ Wehicle fszet

Equipment F Orm [] Bomib Taam [ Cyoar Security [] Hazmat [ Medical Asset [ Techmical Rescue [ <ther

Asset Type [Choose Onel

* [] ALPR {Stand Alons) [ Generztor, Trailar Mountad [ Tents / Cots
age S ln [ AR (Trailer) [] GP%/ Tracking Devicas [ Trailer, / B¥, Comrrunications

[ Audicyvisual Training [ Interoperability Gateway (Coms) [ Trailer. Command
M 1 / A d < B [] Boat - Fload Water % [ Trailer. Cocking / Food Unit
anua pp en 1X [] Boat - Swift Water [ ekilz Repeatars [ Trailer. Enclosed
[] Camera, Cthes [ Monitor, EMS [] Trailer, Flzt B=d
[] Camera, Thermal [ Menitor, Hazmat [] Trench Resoua Equipment
[ Camera Video [ PO Eallistic Equiprnent [ vehide ATV - & Whesler
[] Cameras, Surveillance [ PC Tactical Equipment [] Vehide, High Water
[J Computer. Desktop Parzonal Protective Equiprmant [ ehidle, Prime hiover
[ Computer, Laptop [] Fadia. Mobile [ Wehicle, UTV - Side by Side - 2 seater
[ Computer. Tablex [ Radia, Portable [] Vehicle, LTV - Side by Side - 4 seater
Confined Space Cache [ Rops Rescus Cache [ Other.
[ Cyler Szcurity Equipment [ Szteliite Datz
[] Dive Equiprmant [ Zatellitz Fhone
[] Drons/JaY [ Zecurity Equiprent
[ Fuel - Portzile Tank [ Shaoring Equipment (USAR)

[] Generator, Partable [ 5onar




MOHS will need picture
of all equipment
purchased with grant
funds. Please include
Serial and VIN Numbers,

if applicable.




Grant
Reimbursement
Request Process:
Additional Form (If
Applicable)

Please fill out 1f you

have 1tems that are
being purchased for

$75,000.00 and
above.

MOHS Request for Pre-Approval of $75,000.00 and Over Procurement: (If Applicable)

Please fill out each section on the Request for Pre- Approval of $75,000.00 and Over Procurement. This form should be used
when an Agency wants to extend funds for items over $75.000.00 Agency should follow local, state, and federal
procurement for any items purchased with funds.

Mississippi Department of Public Safety
Office of Homeland Security

REQUEST FOR PRE-APPROVAL OF $75,000 and OVER PROCUREMENT

1. Total Estimated Cost 2. Requesting Jurisdiction 3. Grant Number
4. Project Description 5. Date Reqguired 6. Requesting Junsdicton Address
7. Sub-Recipient Grant Administraior's FPhaone
Name

8. Mandatory Pre-Approval ltems

A [0 Copyof Proposed Invitation to Bid or Regquest for Proposal document

B. O Copy of Proposed Adverfisement or Public Mofice
C. [0 Copyof Award Selection Criteria
0. [0 I Noncompetitive, attach Request for Noncompefitive Procurement

E. [ Listof Bids Received
8. Other: Provide any addiional information which needs to be considered when evaluafing approval of this procurement.

10. JurisdicBion Signatory Authority or Authorized | certify to the best of my knowledge and belief, that all the
Representative Mame and Title {typed or printed) information on this request, including any attachment, is true and
accurate
Signature Date

Mississippi Office of Homeland Security

) [] Returned for Further Jusification Data
11. [ Approved [CIDisapproved | r——
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Grant
Reimbursement

Request Process:
Additional Form
(If Applicable)

SOLE SOURCE
FORM

MISSISSIFFI OFFICE OF HOMELAND SECURITY
S0LE S0URCE PROCUREMENT FORM

Bole source procuremeant is procurernent through solicitation of a proposal Som only one source. Sole souce
procurernents noast adhess o the standayds set forth in 2 CFER. § 200.320(c) in the Uniform Administrative
Fequiremants, Ciost Principles, and Andit Fequirermants for Federal Awards.

The use of sole source procuremsant iz discouraged and should only be used if comparzble items are unsvailable.
Bole source procurement will be awarded onby under iomzl circumstances znd mmist follow precisely the
procedure set forth in the hssissippd Prooorement hMarmal (5. 700-3 109 04-Effecrive 10/2018) and the federal
TeqUiraments.

Conditions for Lie qf Sole-Sowrce / Rezearch Procuremeni(s) Sols-zowrce procurement s not
permissible unless a requirestent is mumilable from only a single suppiier. A requirenternt for o particular
proprietary item does mot fustify sals-zowrce procurement if there s movs than owne potential bidder or
afferery for s itene

If 3 sub-grantee is considering a sole source procurement for an ftemn, it is the respansibility of the sub-grantee
to follow all procurement roles.

1 All zole zource procurement requires the pricr written apgroval of the Mlississippi Office of
Homeland Security-3tate Administrative Agency (SAA)

2 St the Sole Source Procurement form with the sub-gramtee Sinatory Official signabare prior to
muchase and follow the reguirements according to dollar arnounts as outlined in the Mississippi
Homelznd Security Grant Program Prooarement Procedures.

3 Send the form to the following addresz to the Mississippi Office of Homeland Security at
mohs srants@dns ms zov.

4. Upon review and recsipt of the Sola Source Procarement form, 2 respanse will be provided to your
azency via email.

S0LE SOURCE FPROCUREMENT FORM

Grant Mumber:

Sub-Crantes MName:

Thi= form nmst alzo contain sufficient documentation to justify the request and should addres: the following

+ EBrief description of the program and nead for the item.

»  Comyplete description of requested item(=) 2z they ara listed in the grant application, and costs for which
the sole spurce procurement is baing sought

# Explanstion of need to confract noncompetitively to inchide the ewpertise of the comtractor,
mansgement, responsivensss, kmowledge of program, and experience of contractor persannel.

# Time constraints such 2z when contractusl coverage is required and why, impact an the program if dates
are not met, time it would take another confractor to reach the zame level of competence {equate to
dollars if desired).

*  Tniqueness of the item:

# {Ither points that shonld be expressed to substantiate the requast

# A declaration that this action is in the “best nterest” of the agency.

Sub-Grantee Financial Prooarement Officar Diats
Sub-Grantes (5GF4) Project Director Diata
Wississippi Office of Homeland Seoarity Diata

Ezecutive Diractor
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Equipment: Disposition

If any material or
equipment ceases to be
used 1n project activities,
the sub-recipient agrees to
promptly notity MOHS.

In such event, MOHS may
direct the sub-recipient to
transfer, return, keep, or
otherwise dispose of the
equipment.




Commodities/
Supplies



Commodities/Supplies

Commodities:

Office Supplies--The actual cost of office supplies (pencils, pens, paper, paper
clips, etc.) and training materials will be reimbursed, if applicable.
Documentation must be provided for any amount claimed.

Small Equipment Under $1,000.00-- The actual cost of minor equipment will
be reimbursed, if applicable. Documentation must be provided for any
amount claimed.
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Unallowable

If 1t’s not listed in your Grant
Award, it’s unallowable!



Unallowable

Supplanting: Supplanting is the act of replacing existing funds with federal
funds. Specifically, funding that is established for the payment of personnel or
operations required in the normal and usual conduct of business may not be
replaced using federal funds awarded via the grant.

Supplanting, including: (a) replacing routine and/or existing State or local
expenditures with Federal grant funds and/or (b) using Federal grant funds for
costs of activities that constitute general expenses required to carry out the
overall responsibilities of State, local, or Federally recognized Indian tribal
governments.
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Grant Modifications



Modifications

During the active period of a project, changing conditions may
require that the original project agreement be modified. If both
parties consent to altering the project in some way, then a
modification request (either activity or budget or both) must be
completed. All budget modification requests must be submitted
(BEFORE) on the required MOHS forms signed and dated by
the signatory authorized official.
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Modifications-Change in SGA

Change 1n SGA: The Sub-Recipient agrees to notify in
writing, the MOHS of any change and the reason for the
request of change in personnel, no later than the submission of
the next claim of reimbursement. Agency must resubmit an
SGA form, 1f the SGA 1s changed from the responsibilities of
grant activities.
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Modifications

Change 1n
SGA

| Designation of Sub-Recipient Grant Administrator (SGA) |

Purzvant to the Missizsippi Office of Homeland's requirements that the signatory official iz the only person
authorized to sign official documentation in relation to the sub-grant, such as financial reimbursement,
performance reports, etc. The (szency/department name) has
authorized and approved (print designated sub-recipient grant administrator official name)
to zign any/all forms related to this Grant Agreement.

Upon approval of this request said person will then be Responsible/Liable, as the signatory official, for claims
and reporting submitted by them to this azency. The approval of this request will allow this person to complete
required documentation in the absence and/or on behalf of the signatory official.

The following person iz officially appointed to represent your jurisdiction az the Sub-Recipient Grant

Administrator (SGA) and iz hereby duly authorized to fulfill the terms of thiz Grant Agreement during the
performance period on behalf of the Sub-Eecipient

Sub-Recipient Grant Administrator (SGA)

Name: Title:
(Desiznated Sub-Recipient Grant Adminiztrator)

Agency Name:

Mailing Address:

City: Zip Code:
Telephone Number: Fax Number:
Email Address:

Signature of Sub-Recipient Grant Administrator:

Grant Anthorized Signatory Official

Appointed by Authorized Signatory Official: (Mayor, Board President, Commiszioner, Director, Superintendent)

Authorized Signatory Official Signature:

Title:

Date:
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Please provide a detailed justification for the requested advance/extension or minor change:

Homeland Security Grant Program Request Form
Type of Request: Please check the box for the type of request:

Request for Advance: An advance is for jurisdictions may not be able to provide monies up
front for purchases and wait to be reimbursed later within the period of performance.

Request for Extension- An extension will extend the period of performance to complete all
program tasks and activities.

uest for Minor Change-A minor change is budget change within a single line item within
-4 =) B =)
the program budget.

Request for Modification- A modification is a budget change within more than one line item
within the program budget. Authorized Signatory Official signatures are required. For a
Request for Modification, please fill out the request form and proceed to the Budget i i . .
Modification Signature Sheet and Budget Summary Sections. All sections must be provided. Aftach a copy of supporting documentation for the requested advance/extension or minor change.

(Quotes, Bids, Purchase Order, Invoice) Please return form to MOHS Grants at: mohsgrants @dps ms gov
[ [
M O 1 1 C a | 1 O I l S — Program Information: Pleaze provide the following information regarding the request:

Date: 1

Grant Number: 2.

Request F s-
e qu e S O rm Sub-Recipient Grant Administrator Name: 4.
Sub-Recipient Grant Administrator Email: 5.

Amount of Grant: 6.

Amount of Requested Advance/Minor Change: 7

Date of Extension for Grant to be Extended: 8.

MUST BE RECEIVED BY:
MAY 315
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Modifications-

Request Form

=
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Homeland Security Grant Program Request Form

Tvpe of Request: Please check the box for the tvpe of request:

Request for Advance: An advance is for jurisdictions mav not be able to provide monies up
1. front for purchases and wait to be reimbursed later within the period of performance.

2. Request for Extension- An extension will extend the period of performance to complete all
program tasks and activities.

3. Request for Minor Change-A minor change is budget change within a single line item within
the program budget.
4. Request for Modification- A modification 15 a budget change within more than one line item

within the program budget. Authorized Signatory Official signatures are required. For a
Request for Modification, please fill out the request form and proceed to the Budget
Modification Signature Sheet and Budget Summary Sections. All sections must be provided.
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Modifications-

Request Form

e il o o

Program Information: Please provide the following information regarding the request:

Date: 1.
Grant Number; 2.
Agency: i

Sub-Kecipient Grant Administrator Name: 4.

Sub-Recipient Grant Administrator Email: el

Amount of Gramt: .

Amount of Requested AdvanceMlinor Change:

Date of Extension for Grant to be Extended: 8.

Date: Date of the Request

Grant Number: Grant Number

Apgency: Include the Agency Name

Sub-Recipient Grant Admimistrator Name: Please include the name of the person that 1s assigned as the SGA
Sub-Recipient Grant Admimstrator Email: Please include email address of the person that 15 assigned as the SGA.
Amount of the Grant: Please include the amount that the grant was awarded.

Amount of Requested Advance/Minor Change: Please include the amount of the advance amount requested.

Date of the Extension for Grant to be Extended: Please include the date requested for the extended date.
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Please provide a detailed justification for the requested advance/extension or minor change:

Modifications-

Request Form

Aftach a copv of supporting documentation for the requested advance/extension or minor change.
(Quotes, Bids, Purchase Order, Invoice) Please return form to MOHS Grants at: mohsgrants@dps.ms. gov

Include a detailed justification statement of the request (Advance, Extension or Minor Change). Also attach supporting
documentation for the request that will support the request, such as quotes, bid, and/or invoices.
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Modifications- Modification of Grant

Modification Request of the Grant: Some reasons for modifying the project
agreement or contract might include:
¢ 1ncreasing or decreasing the budgeted amount

Modifications are also executed to authorize a material change in other
terms and conditions.

NOTE: Requests for modifications should be submitted for approval before
the revision 1s implemented.
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Modifications- Modification of Grant

The Sub-Recipient will submit a copy of the Sub-Recipient
Budget Modification Request to the MOHS for review and
approval. If the cost, complexity, or scope of work authorized
in the grant must be revised after the project agreement 1is
signed, then a written amendment must be executed to
authorize the change.
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Modifications- Modification of Grant

The Sub-Recipient must submit the modification to the MOHS email address of

mohsgrants@dps.ms.cov. Effective date will not be issued until both parties have
executed the modification.

When an amendment 1s needed, sufficient time should be allowed for proper review and
execution. With sufficient advance planning and ongoing monitoring, Sub-Recipients
should have any amendments to a grant or Contract executed 90 days prior to the end of
the grant or by May 31.

When a simple budget modification 1s needed, sufficient time (a minimum of two weeks)
should be allowed for proper review and execution. Modifications must be signed by the
parties who signed the original project agreement unless approval authority has been
specifically retained or delegated to someone else in accordance with MOHS policy.
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“Steve takes evidence gathering

I _ _ e Stressful for any person(s) involved.
Monltorlng should not e Assume that we are OUT TO GET an
be...... Agency.

* A punitive activity for an Agency.



Monitoring should be......

* QGreat time to put a face with a name.
* An opportunlty to build relatlonshlps and partnerships.

* Provide the Agency with a better understanding of our office and the grants we
manage.

* An opportunity to learn about our agency and find out about additional resources,
grants and trainings that are available.




Monitoring Visits: Why Do We Monitor?

e MOHS is required to monitor, by federal guidelines

* To confirm the funds were used for the purpose stated in the grant request
e Assist with compliance observations for future visits

 Ensure that State and Federal programs are programmatically and financially
compliant to State and Federal Guidelines and are in line with the approved
grant contract

e Detect and identify concerns from the sub-recipients or the contracts

e Assure targets and performance measures are being met and achieved
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Benefits of Monitoring

e Develops and builds relationships

* Proactively educates sub-recipient

e |dentifies any problems or questions

* Prevents fund waste, fraud, or misuse

* |mproves communication processes

Gives opportunities for improvements

 Ensures equipment inventory is in good working
condition and maintenance records are current
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Monitoring Visits: Benefits of Monitoring

Project Monitoring Policy: It is the responsibility of MOHS to maintain oversight for

all federally funded grants that are awarded to their sub-recipients. MOHS will
provide technical assistance as needed to assist the sub-recipient with fulfilling
their project targets and performance measures. MOHS will ensure that the
contract provisions are complying. (2CFR 200.328)

Depending on the monitoring criteria and policy as stated above, each grant will
be reviewed either by on-site monitoring, desk reviews, via telephone calls,
reimbursement processing, staff meetings, conference calls, and other
correspondence, as appropriate.
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Monitoring Visits: Sub-Grantee Record Keeping Guide

* Signed Award Letter and Grant Application

* Agreement

* Quarterly Reimbursement and Progress Reports
* Remmbursement Documents

* Equipment Inventory Form(s) and Photos

* Your copy of signed Monitoring Visit Report
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Monitoring Visits: Types of Monitoring

Monitoring 1s formal and informal, financial and operational. MOHS will
utilize the following types of monitoring:

* Ongoing monitoring/contact with the sub-recipient through phone calls,
meetings, and written/verbal correspondence;

* On-site monitoring reviews of project operations, management, and financial
systems;

* Review and approval of reimbursement claims;
* Desk monitoring of grant files.
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On-Site Monitoring will include:

 Entry Meeting to answer questions and provide
an overview of the monitoring process

Review of Program Files

General Financial Documents

Grant Specific Financial Documents
Program Related Source Documents
Inspection of Equipment

Exit Meeting to report any findings and
explanation of additional information needed

EivaiireE



Monitoring Visits: What to Expect?

* Pre-Monitoring Notification Letter/Email
e 30 days prior to monitoring visit
* Notification of date and time

* What grant(s) is being monitored (can be multiple grant
years)

e What documentation is needed for review

e What equipment is needed for inspection/photos

e Name of person to complete the monitor visit and contact
information

* You will receive a confirmation call 3-5 days prior to the
scheduled visit.

We let our Sub-Recipients know what to expect before we arrive. We do not show up
unannounced.

122



Single Audit Requirements:

The State of Mississippt requires a sub-recipient expending
$1,000,000.00 or more in federal funds in the organization’s fiscal year
to conduct an organization-wide audit in accordance with 2CFR200,
Sub-Part F (previously OMB Circular A-133). Must have a copy of
the Agency Audit.

The sub-recipient will permit the State of Mississipp1 project officials,
program officials and auditors to have access to the sub-recipient’s and
third-party contractor’s records and financial statements as necessary
for the State of Mississippi to comply with the 2CFR200, Sub-Part F.
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Record Keepmg/ Z

Grant  financial, = programmatic, and EE -4 TN
I administrative records shall be maintained for i 1
| a period of three years following the date of i
| the closure of the grant award, or audit if ,/, f
# _ required. Property and equipment records &
shall be maintained for a period of three (3)
@ vears following the final disposition I .
| replacement or transfer of property and m ;‘\‘ | LA
equipment. Reference 2CFR 200.333 | \
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Record Keeping

* Sub-Recipients are expected to keep records of different federal fiscal
periods separately identified and maintained so that information can be
readily located. sub-recipients are also obligated to protect records adequately
against fire and damage.

* Access to sub-recipients records must include MOHS, FEMA granting agency,
Office of the Inspector General, or any of agency requesting records, who shall
have the right to access to any pertinent books, documents, papers or other
records of the sub-recipient, which are pertinent to the award, in order to
make audits, examinations, excerpts and transcripts. The right to access must
not be limited to the required retention period but shall last as long as the
records are retained. Reference 2CFR 200.336




Monitoring Visits: Sub-Grantee
Record Keeping Guide

e Signed Award Letter and Grant Application

e Agreement/Appendix

* Most Recent Audit Report

e NIMS Compliance Forms (100, 200, 700, 800)
 Quarterly Reimbursement and Progress Reports
e Reimbursement Back-Up Documents

e Equipment Inventory Form(s) and Photos
 Monitoring Visit Report(s)

e MOU'’s (if Applicable)

e EHP Submission and Completion Letter (If
Applicable)
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Grant

Compliance and
Non-
Comphiance




NN\ V A\ =— |/ _[\

Non-Compliance

Award Paperwork- Not Submitted on Time

Quarterly Reimbursement Claim and Progress Report —Not
Submitted on Time

Inventory/Equipment Forms- Not Submitted with Reimbursement

e No Pictures submitted
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Non-
Compliance

Non-Compliance with
Quarterly
Reimbursement/Reports:

Miss 2 Reports-You
and the SGA will get

Miss a Report- You . :
an email regarding

will get an email to
the SGA regarding
the missing report

missing reports. Will
Require (1) and (2)
Reports to be
submitted
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e Miss 3 Reports-You
and the SGA will get
an email regarding
missing reports and a
DEADLINE to
complete required

Non-Compliance
Non- with Quarterly

Compliance ReimI:)ursetment/ documentation
epors e Will Require (1), (2)
and (3) Reports to

be submitted by
the set DEADLINE
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Non-Compliance with
Quarterly
Reimbursement/Reports:

Non-
Compliance

If DEADLINE is missed and
reports not provided, grant will
be administratively closed out!




Non-Compliance

Special conditions may be
imposed, reimbursements may
be partially or wholly withheld,
the award may be wholly or
partly suspended or terminated,
or future awards,
reimbursements and award
modification maybe withheld.
Reference 2CFR 200.338

MOHS shall notify the sub-
recipient of its decisions in
writing stating the nature and
reason for imposing the
conditions, the corrective action
required and timeline to remove
the conditions and the method
of requesting a reconsideration
of the imposed conditions.
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=8 .« The sub-recipient must respond within five
2 (5) days of receipt of notification of the

S reasons listed below.

* Unwillingness or inability to attain project
goals, performance measures or strategies;

Unwillingness or inability to adhere to the
conditions of the grant agreement;

Failure or inability to adhere to grant
guidelines and federal compliance
requirements;

Improper procedures regarding agreements,
contracts, and procurements;

Inability to submit reliable, documented
and/or timely reports; and

Management systems do not meet State or
federal required management standards.
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Sub-recipient failure to meet all
reporting, attendance at meeting(s),
scheduled events and timely

NOH—COmpHance- submission of reimbursement

requests set forth in the agreement by
GaEN T EER e WAYId=IElaallal M s Office of Homeland Security, may
result in the withholding of

reimbursement payments. Reference
2CFR 200.339 and 2CFR 200.340




Termination of
Agreement

The sub-recipient may terminate 1its
participation 1n this agreement by
notifying and submitting the required
closeout documentation to the MS
Office of Homeland Security, thirty
(30) days 1 advance of the
termination date.




FY22 State and Local
Cybersecurity Grant
Program

Closeout and End of Grant




All grant funded equipment should be purchased,
as well as grant funded activities, should take
place during the grant award dates of:

Closeout
and End of 12/1/2024-11/30/2026

Grant:

If the agency needs additional time to meet grant
activity requirements and/or receive grant

awarded equipment, please submit a Request for
Extension.
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Closeout and
End of Grant:

Grant Closeout is due to
MOHS (45) forty-five
days after the end of the
Grant Award Year.

Grant Closeout should
include the following:

e Final Reimbursement requests
(If Needed), along with
supporting documentation

¢ Closeout Form

138



If a Request for Extension is not received by May 315,
the grant will be closed out on the grant award end
date. Any remaining funds may be re-allocated to
other projects.
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Closeout

Form

Sub-Recipient Grant Closeout Form
|
Tvpe of Grant: Homeland Security:

Agency Name:

Grant Number #:

In compliance with the requirements of the Mississippi Office of Homeland Secunty (MOHS) Sub-Eecipient
Closeout Procedures and the Terms and Conditions of the Grant Agreement, the following Closeout
Authonzation will serve as the Sub-Fecipient Grant Closeout. Please attach a copy of the last/final Eequest for
Grant Eemmbursement form. All grant reimbursements have been submitted to the MOHS for payment and no
further costs will be requested after the date of this closeout.

Grant Closeout Authorization:

Grant Award Budget Type: Federal Amount

Grant Award Total:

Grant Reimbursements Total:

Unexpended Grant Balance:
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Closeout

Form

Explanation/Comments/Additional Information:

Compliance for Closeout

The Sub-Recipient of the above referenced Grant Agreement certifies that all term, conditions, grant
activities, scope of work, reimbursement and any additional grant requirements have been met and
achieved. I understand that all information submatted for the grant referenced above has been in
support of a federally funded grant program. False statements and'or documentation may be
prosecutable under 18 USC 1001. The mformation provided on thiz form and for the prant 1= true,
correct, complete and in compliance with all local, state and federal regulations. to be best of my

knowledge and ability.

Sub-Recipient Grant Administrator: Signature and Date

Authorized Signatory Official: Signature and Date
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Closeout Form

Mississippi Office of Homeland Security Use Only:

MAGIC Number:

Program Manager:

Grant Director:

Date Grant Agreement Closed in MAGIC

MOHS Staff will fill this section of the Closeout form.
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Questions
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